






















conditions. One such condition is that the customer has provided express consent. Alternatively, a 
utility may provide individual information to third parties for "system, grid, or operational needs, or the 
research, development, and implementation of new rate structures and tariffs, demand response, 
customer assistance, energy management, or energy efficiency programs". However, the Utilities may 
only do so if the utilities have required the third party, by contract, to implement and maintain 
reasonable security procedures and practices appropriate to the nature of the information, to protect the 
personal information from unauthorized access, use, destruction, modification, or disclosure, and to 
prohibit the use of the data for a secondary commercial purpose not related to the primary purpose of the 
contract without the express consent of the customer. The Utilities also note that under this law a 
service provider may disclosing data as may be required by law or by an order of the commission. 
Based upon these restrictions, without a specific law or commission order (which should define any 
qualification or registration process) it appears that either a third party would need to obtain (and 
provide to the utility) the express consent of the customer for the release of individual data. Or, a 
determination would need to be made that accessing that information is for "system, grid, or operational 
needs, or the research, development, and implementation of new rate structures and tariffs, demand 
response, customer assistance, energy management, or energy efficiency programs" and then the third 
party would need to have a specific contract with the applicable utility or utilities for the protection of 
the data. Putting aside the concern that entities cannot be required to contract with each other 
involuntarily, it appears that, at a minimum, any qualification process would require a third-party 
provider to demonstrate that it has implemented and can maintain reasonable security procedures and 
practices appropriate to the nature of the information, that it will protect the personal information from 
unauthorized access, use, destruction, modification, or disclosure, or use for a secondary commercial 
purpose not related to the primary purpose of the contract without the express consent of the customer. 

2. How long should the registration or certification be in effect and how often must it be renewed? 

How long a registration or certification should be in effect and the frequency of renewal depends 
on who will be using this and what they are using it for. If the customer is authorizing the use of their 
data for a set period of time, then sharing data would stop on the end date (or the customer could stop 
sharing data with third parties at any time). If the registration or certification is related to third parties 
accessing usage data, then it might be appropriate to have annual re-certifications. How third parties use 
the data, and how many customers are authorized access to usage data, may provide more insight into 
how this might work over time. 

3. Should third parties be required to execute non-disclosure agreements, cybersecurity agreements 
or other similar agreement? If so, please describe or provide an example of such an agreement. 

Pursuant to RSA 363:38, absent customer consent, contracts to protect individual data would be 
necessary. 

The Utilities recommend that prior to receiving access to energy data, the requesting party will 
execute a standard non-disclosure agreement in addition to a pre-disclosure review of the third-party's 
information security and privacy controls and protections. 

Please see the example non-disclosure agreement from California Decision (D.) 14-05-016. 
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4. Should third parties be required to meet certain financial security standards or other mechanisms 
that may be warranted to assure third parties comply with privacy, cybersecurity, or other 
standards. If so, please describe or provide an example of such mechanisms. 

Third parties looking to have access to individual customer data should be required to be at all times 
fully capable ofliving up to any and all commitments or obligations that come with that privilege. 
Among those obligations are the financial costs of fully and properly responding to any privacy or data 
breach that could occur. At the very least, third parties receiving access to energy data should have 
security and privacy controls and protections in place. 

Issues and Stakeholders Not Yet Identified 

1. Are there any stakeholders who have not yet petitioned for intervention but would contribute 
materially to, and are likely to participate in, the DE 19-197 docket process? 

The stakeholders involved seem to cover a large, diverse group. Other stakeholders that might be 
interested that could contribute to this process might include: advocacy groups focused on customer 
privacy might help inform all of us of current trends and risks associated with the broad distribution of 
customer energy data. Or for another example, the NH Business & Industry Association may be 
interested in knowing how this might impact their constituents' businesses. 

2. Are there any foreseeable issues that should be covered in this docket that are not yet identified in 
the list of issues and questions above? If so, please describe those issues. 

Once the Utilities fully understand the requirements, there may be other issues that will arise. 
Some issues that will likely need further discussion include: 

• Third party certification 
o The process of determining who has and can gain access to the customer usage data. 

• Financial security 
o The stakeholders should consider whether third parties must agree to and abide by access 

rules and, if such rules are violated, what financial and future access penalties might be 
assessed. 

• Liability for violations 
o How will the utility providers of customer data be indemnified for third party actions if 

there is a data breach? 

• Platform Architecture & Costs 
o An assessment should be conducted to weigh costs, risks, and management 

considerations of a hybrid platform or other architectures. 

• Long-term maintenance and operation 
o How will these responsibilities be distributed between the utility stakeholders? 
o What allocation mechanisms can ensure equitable distribution of costs and fees? 
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